HOW TO ASSESS HIGH-VALUE
ASSETS FOR CYBERSECURITY
PROGRAM MANAGEMENT
Gain visibility into your crown jewels, the high-value applications
you need to secure.

WHITE PAPER

It’s hard to consider the intellectual property that travels through your high-value assets
without fearing its theft or destruction by criminal hackers. So, you target your crown
jewels with security controls that should protect them. You stay vigilant, revisiting your
controls often and with good reason.
This doesn’t stop your adversaries from finding your
most precious assets particularly enticing. Cybercriminals
have slithered into enterprise applications like yours
via third-party attacks (also supply chain or value chain
attacks) to ravage them and excise their precious data.

Worse, the victims paid the ransom, $4.4 million in
Bitcoin. The FBI has consistently urged companies not to
pay cybercriminals as it emboldens them to launch more
attacks, bringing entire businesses to a complete stop
with ‘payment due on encryption.’

The infamous hack against the SolarWinds Orion
Platform is one example. Companies affected by the
compromise are still being counted as more victims
come forward. The aftermath is expensive and potentially
threatening to business continuity. Twenty percent of
respondents in a DomainTools survey said their security
budgets would increase because of the breach.

Threats like these are on the rise, often funded by
nation-state adversaries. According to a CNBC survey,
fifty percent of U.S. technology executives say that statesponsored cyber warfare is their biggest threat.

Even more alarming, criminal hackers hurling
ransomware at your prized applications have more
than just monetary motivations in mind. For example,
the DarkSide hacker group based in Russia leveled a
ransomware attack at the Colonial Pipeline, crippling a
vital piece of critical national infrastructure that supplies
45% of the East Coast’s fuel.

An HP Study found that nation-state-sponsored
cyberattacks doubled from 2017 to 2020. According
to the HP Study, advanced cyber warfare attacks from
nation-states are becoming more frequent and severe.
You can build your organization’s defenses against these
increasing attacks by identifying and assessing high-value
assets using the best practices outlined below. During
this process, you will evaluate, enable and reinforce the
proper controls to protect your crown jewels.

HOW TO IDENTIFY YOUR HIGH-VALUE ASSETS
High-value assets are crucial to your organizational
success, making it a top priority to protect them
from constant attack. According to CISA, your toptier applications are so critical that their loss or data
corruption can be catastrophic for business continuity.
Any application is worth more if it houses high-value
data that attract regulatory scrutiny. Your Configuration
Management Database (CMDB) is an excellent place
to look for compliance indicators such as personal or
sensitive data.

The average organization uses

900 applications

— Mulesoft Connectivity Benchmark Report
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The worth of an asset can change dynamically and
dramatically as the result of realized risk events.
Asset worth is also likely to evolve as an asset passes
though Digital Transformation, which is defined by The
Enterprisers Project as the integration of digital technology
into all areas of a business, fundamentally changing how
you operate and deliver value to customers.
On average, enterprises have 900 applications,
according to a MuleSoft Connectivity Benchmark.
That’s many applications potentially rising in value.
You’ll want to reassess your assets to determine
whether they have reached new thresholds in worth,
adding them to your list of crown jewels. It is helpful to
tap into the application owner’s intimate knowledge of
their software to stay ahead of any changes. Ask them
to stay vigilant for indication that their applications are
increasing in value.

If you own applications like those that make news
headlines in major data breaches, these are your
penultimate crown jewels. Your asset owners can help
identify applications with the most significant risk of
exposing critical data.
According to EY, your high-value assets share at least
some of these traits:
•

They are the priciest line items on your balance sheet.

•

They affect cross-functional processes enterprisewide. These processes include operations,
compliance and legal. In addition, these assets
envelop your broader risks, including reputational
risk, liquidity and resiliency.

•

They create value, sometimes exponentially,
providing a competitive edge in the marketplace.

•

They enable you to ensure information confidentiality,
availability and integrity, which are cornerstones of
information security and cybersecurity.

You can identify your high-value assets by asking yourself these questions:

What applications are worth
more in the eyes of your
customers and partners?

What assets are experiencing
the most rapid growth
in the organization and
the marketplace?

What applications protect
important consumer data?
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BEST PRACTICES FOR ASSESSING YOUR
HIGH-VALUE ASSETS
Weak security controls are increasing your
exposure to external threats; organizations
must monitor worker habits and adapt
business preparedness as we hopefully enter
a post-COVID world.—ISACA
According to ISACA’s blog, as weak security controls
increase a company’s exposure to external threats,
organizations must monitor employee security protocols
and adapt business preparedness as we enter a postCOVID world.
You need to assess high-value assets to manage your
cybersecurity program successfully. The results of your
assessments enable you to target applications with
the most fitting frameworks, adopt protective security
controls and address organizational vulnerabilities that
stem from your assets’ exposures to risk.
There are two essential categories of criteria to assess
your high-value assets: business value and dynamic
value. The business value of an asset consists of the
economic worth the business expects to get from it
and the size of the costs and losses it can produce or
incur. You can base the dynamic value of an asset on its
proclivity to change in value, whether slowly, suddenly,
wildly or predictably.

Business value is a component of how much weight an
application carries. Specific definitions of value serve
as metrics you can use in your evaluation of the asset.
Below are some metrics from TechBeacon that you can
apply to measure high-value applications:
•

Count the units of value delivery. For example, say
your asset saves person-hours or attracts subscribers.
In that case, the more the savings or subscribers, the
greater the asset’s value.

•

Evaluate the asset’s influence or effects. These
effects can be positive or negative; it’s their size that
counts. For instance, if you receive a $3,000 penalty
for a missed deadline related to the application, its
influence is sufficiently broad.

•

Measure the costs of delays that happened in the
original implementation of the application. The more
expensive the delays, the greater the business value
of the asset.

•

Size the economic value of the asset after
deployment. For example, if it generated a significant
monetary value per subscriber, it has immense worth.

You can define the size of the asset’s influence to weigh
its worth. The effect can be positive or negative; it’s the

size of the impact that counts. So, if the result of a missed
deadline is a $3,000 penalty, and you consider that

a substantial effect, the asset has higher business value.
—TechBeacon
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ASSESSING ASSETS’ DYNAMIC VALUE

80% of organizations

report INCREASED profits
after completing their
Digital Transformation

85% claim INCREASED
market share

— the SAP Center for Business
Insights and Oxford Economics

If an asset has dynamic value, its value can fluctuate
depending on one or more variables or processes.
In some cases, you can foresee or influence these
fluctuations. Familiar examples of changes in value
enable you to model the metrics of the dynamic value
of an asset.

Digital Transformation is an opportunity to meet customer
demand while strengthening controls. Organizations are
giving customers more options in setting their security for
customer-facing web-based applications.

Take this example from McKinsey & Company:

Here is one example based on a report from EY’s
“Optimize your organization’s high-value asset identification
capability.” Say a financial institution’s ERM application
with 300 records typically has a balance sheet price tag of
$75,000. If that application goes down during regular stock
market trading hours, it will stop the business cold. So, the
asset’s actual worth rises when you realize certain risks.
Digital Transformation provides another example of assets
with dynamic value. As you process assets through Digital
Transformation, they increase in value.
For example, the Covid crisis propelled the Digital
Transformation forward as enterprises digitized
applications in the cloud overnight, so employees could
work from home and keep the economy moving. Assets
that enable the workforce to keep the economy running
from home have immeasurable value.
According to the SAP Center for Business Insights and Oxford
Economics, some 80% of organizations report increased
profits after completing their Digital Transformation; 85%
claim increased market share. It’s further proof that Digital
Transformation creates high-value assets.
Organizations are ready to keep pace with new customer
requirements and thrive in an unknowable future
marketplace because the Digital Transformation came
early. Businesses leverage digitally transformed applications
to gain a competitive advantage in a growing economic
environment driven by rapid technological change. Your
most prominent applications will continue to transform as
new customer demands arise.

“One bank allowed customers to customize their
security controls, choosing simpler passwords if
they agreed to two-factor authorization.”
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THE INHERENT RISK PROCESS FOR
DETERMINING HIGH-VALUE ASSETS
Now that you have your business and dynamic value
metrics, it’s time to confirm your asset’s value based
on its inherent risk.
The Inherent Risk process collects application owners’
responses to questions to derive the application’s
inherent risk score and the severity of the risk if it
actualizes. The Process weights answers to each
question from one to five.
These questions address the likelihood that the
risk will occur:
1. What is the category of exposure for this asset to
potential attack or misuse?
2. How many users will be served by the asset?
3. What type of data will be handled by the asset?
4. How much redundancy is in place if the asset
becomes unavailable?

These questions address the impact or severity
of the risk if it happens:
5. What kind of financial impact would occur with
a loss of service?
6. What kind of impact could a security event have
on operations?
7. What is the highest level of potential breach for
this asset?
8. What kind of public damage could a negative
event have on the organization’s reputation?
The sum from the likelihood questions times the sum
from the impact questions equals the Inherent Risk
Score. A score reaching a threshold of 130 identifies
a high-value asset. You should adjust the threshold
based on your risk tolerance.
You should repeat the Inherent Risk process with the
formal review process for application assessments as
part of Cybersecurity Program Management (CPM).
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ASSESSMENTS OF HIGH-VALUE ASSETS IN
MANAGING YOUR CYBERSECURITY PROGRAM
The world will create 74 zettabytes of data in 2021 alone.—Statista
According to a report by the Institute of Directors (IoD) and
Barclays, 43% of study participants cannot tell you where they
keep their critical data. Organizations seldom know what data
they have or where they have it. It’s no wonder considering
the exponential rate at which data grows. The world will create
79 zettabytes of data this year alone, according to Statista.
Look to your application owners for data inventories that
can confirm high-value assets. Your owners should know
whether the data has grown in size, value or both. Larger
volumes of data add up to big data, requiring solutions
such as data lakes to store the data as you sift and
analyze it. Insights from the analysis can show nuggets of
value hidden in the data, pointing to greater worth in the
applications that produced them.

The assessment process assumes that you have
mapped particular questions to specific controls.
Take this question as just one example: “Has the
application undergone a risk assessment or threat
modeling exercise?” Responses to this question arm
control owners with the expanse of data on what is
happening with the applications that should be enforcing
these Secure Controls Framework (SCF) controls:
Click here to learn strategies for mapping your
cybersecurity program to security control frameworks.

By integrating application owners into enterprise-wide
assessments of your assets, you gain a holistic picture
of the data and its influences. In addition, by keeping
owners involved in these evaluations, you make sure they
can tell the best story of the application’s performance.
Now that you know your crown jewels inside and
out, you can design assessment questionnaires to
draw insights from application owners into how well
the control protects the asset. You should assess all
owners with specific, targeted questions to elicit the
most information possible, helping you assess the
effectiveness of the control.

RSK-03: Risk Identification Mechanisms exist to identify
and document risks, both internal and external.
RSK-04: Risk Assessment Mechanisms exist to conduct
an annual assessment of risk that includes the likelihood
and magnitude of harm, from unauthorized access, use,
disclosure, disruption, modification or destruction of the
organization’s systems and data.
PRM-07: Secure Development Life Cycle (SDLC)
Management Mechanisms exist to ensure changes to
systems within the Secure Development Life Cycle (SDLC)
are controlled through formal change control procedures.

The data allows your control owners to make informed, objective decisions about the effectiveness of enterprise
controls. You can leverage assessment data to set the scope and frequency of future assessments.
As you gain visibility into your most valuable applications, you become armed with new insights into the security controls
you choose to protect them. As a result, you can fine-tune the questionnaires you forward to application owners to
reflect your new knowledge from third parties or prior assessments and unearth new weaknesses in your controls.
Your new transparency into the relationships between your applications, controls, and control performance can enable you
to fill security gaps and protect high-value assets.
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AUTOMATING ASSESSMENTS ACROSS ASSET OWNERS
What if you could generate streamlined reports from every assessment across your inventory of high-value assets
and examine the results in a centralized view?
What if you could transform application owners’ responses to issues involving specific controls—issues that you
can track to remediation?
Tracking program components manually — controls, assets, third parties, regulations and standards – leads to security
and compliance gaps and weak insight into your risk posture. Automated assessments target every owner with a specific
questionnaire to extract the information needed to determine the overall effectiveness of the control an asset is mapped
to. Automated reports funnel insights from nonpreferred responses to control owners.

PROCESSUNITY STREAMLINES HIGH-VALUE ASSET
MANAGEMENT WITH AUTOMATION
ProcessUnity’s Cybersecurity Program Management (CPM) breaks high-value assets out of silos, integrating and
automating assessments within and across applications, providing accurate insights into your controls. ProcessUnity’s
Cybersecurity Program Management offers you higher-order visibility into misaligned or ill-enforced controls so you
can correct them.
ProcessUnity’s assessment engine automates queries
to application owners across high-value assets. The
assessment engine enables you to schedule application
reviews and forward questionnaires, replacing laborious
manual processes that use email, SharePoint or
spreadsheets that aren’t up to the task. ProcessUnity
can remove further tedium by compiling the information
and tying it back to regulations and controls, so you
can eliminate gaps in assessment data that manual
processes create.

With ProcessUnity Cybersecurity Program Management
platform, end-to-end automation of manual processes
enables a streamlined cybersecurity program. It
generates reports and insights in an accessible,
consumable manner. You can say goodbye to
administrative data entry and legwork. Instead, you’ll
instantly know what high-value assets are out of sync
with your controls, the areas where they fail to perform
and the corrective measures you must take to keep your
crown jewels secure.

Click here to learn more about ProcessUnity’s Cybersecurity Program Management.
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To learn more about ProcessUnity’s
Cybersecurity Program Management,
visit processunity.com/cybersecurity
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